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Additional Details:

* As of October 2023, Microsoft has begun enforcing Multifactor
Authentication (MFA) through their mobile app and thus
disabling/discouraging the use of text messages to receive MFA codes
when logging into your company email (Outlook, Office 365)

* If you only receive text messages with MFA codes when logging in, your
account will be affected.

* If you already use Microsoft Authenticator or another app when logging in,
your login will not be affected.

* This guide will walk you through how to proactively download the
Microsoft Authenticator app to your phone and link it to your company
email via a QR code. This process only needs to be completed once.

* AniPhone is used as the example throughout the guide, but setting up an Android device is essentially
the same process, you will just need to go to the Google Play Store to download the Microsoft
Authenticator app.




Step 1:

From your computer, open a web browser
(Chrome, Edge, etc.) and type
aka.ms/mfasetup into the address bar, or
click the link below:

aka.ms/mfasetup

Step 2:

* Alogin box should appear:

¢ Enter in your company email address and

password Mo
Sign in



https://aka.ms/mfasetup

My Sign-Ins +

Ste p 3 . 8 Ovenview Security info

These are the methods you use to sign into your account or reset your password.

¢ Once logged in, select “Security info” ) Samiy o
! Default sign-in method: Microsoft Authenticator - notification Change
from the left-hand menu

2 Devices
-+ Add sign-in method

Microsoft Authenticator
Push mutti-factor authentication (MFA)

* Then, click “Add sign-in method”

Q, Password
iPhone 11

B3 Organizations

Lost device? Sign out everywhere
B Settings & Privacy

D Recent activity

Step 4:

¢ In the popup, choose “Authenticator

”

Add a method



Step 5:

e Click “Add”

Step 6:
¢ Click “Next”

¢ NOTE:

¢ Foradvanced users, you do have the
option to use an alternative
authenticator app (Google Authenticator,
Authy, etc.) by clicking “l want to use a
different authenticator app” and
following the prompts through

Add a method

‘Which method would you like to add?

Authenticator app

Microsoft Authenticator

e

Start by getting the app
On your phone, install the Mierosoft Authenticator app. Download now
After you install the Micrasoft Authenticator app an your device, choose "Next".

1want to use a different authenticator app
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Step 7:

+  Click “Next” again Microsoft Authenticator %

Set up your account

If prompted, allow notifications. Then add an account, and select "Wark or school”.
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Ste p 8 : Microsoft Authenticator X
¢ Once the QR code appears, we will pause Scan the QR code
the R PLIEF (PO for a moment Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
. with yi t.
* Please turn to your phone and continue PP with your accoun
with the next step After you scan the QR code, choose "Next".

Can’t scan image?
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Step 9:

* From your phone, navigate to the “App
Store”

m

4 microsoft authenticator

Step 10:

Search for “Microsoft Authenticator”
inside the App Store

¢ Click the “Get” or “Download” icon

¢ You may be prompted for a password,
enter in your personal Apple ID password




Step 11:

Step 12:

Once the Authenticator app has
downloaded, open it from your
home screen

Then, click “Accept”

Click “Continue”

@
&

Microsoft respects your privacy

@
I
A
Help us improve Microsoft
Authenticator

Help improve the app by sharing your
app usage data




Step 13:

In the upper right-hand corner, click
“Skip”

Step 14:

Click “Add Account”

Secure Your Digital Life

LB Signin with Microsoft
When you aro signed in with Microsat, a st
f

= Authenticator

Ready to add your first account?
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e Technalogy

Add account

Step 15:

¢ Click “Work or school account”
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s Technulogy

Add account

Step 16:

¢ Click “Scan QR Code”

Personal account

Werk o school accourt
Othr (Google, Facebook,etc)

Add work or school account

(@ When you sre signed in with your personal account, ol
stored passwords, addresses, and other autofil info
willbe avaiable on this device
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Step 17:

¢ Point your phone’s camera at the QR
code on your computer screen
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113 wil F -

= Authenticator Q +
Step 18: B e

¢ If loaded correctly, you should see your
company name, as well as your company
email address listed inside of the
Authenticator app like shown:

10
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Ste p 19 . Microsoft Authenticator y

¢ Once you have scanned the QR code with Scan the QR code

your app, click “Next” Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?

TR
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Step 20:

¢ Microsoft will now send a test
notification to your phone Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

58




Step 21:

Open the Authenticator app and enter in
the number that appears on the
computer screen

¢ Alternatively, you may receive a push
notification without a number option —
select “Yes” if a popup appears

Step 22:

¢ If completed correctly, you should receive
the following screen on your computer:

J/IATCOM

e Technalogy

13

= Authenticator

m L
Amp bt amddn

Are you trying to sign in?

Entr the number shown 19 591 I

Microsoft Authenticator X

v

Notification approved

oo | I

12



Step 23:

You can confirm that the new MFA app
option has added to your account
successfully if you see at least two
methods under “Security info” and that
the option shows as “Microsoft
Authenticator”
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My Sign-Ins

R Overview

A Security info

Ol Devices

@, Password

B3 Organizations

) Settings & Privacy

0 Recent activity

Security info

These are the methods you use to sign into your account or reset yo

Set default sign-in method

-+ Add sign-in method

@ Microsoft Authenticator

Push multi-factor authentication (MFA) iPhone 11

) Microsoft Authenticator
Push multi-factor authentication (MFA)

Lost device? Sign out everywhere

If you have any issues or questions, please
contact your IT Services support provider
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